AOMUHUCTPUPOBAHUE TOKANbHbIX

ceTeun

Jlekuusa 9

[TocTpoeHre UHPPACTPYKTYPbI OTKPBITHIX
KJIto4yeu (PKI)




0630p nexkuuu

e OnyvcaHue 3JIEMEHTOB U QYHKIHH
UHOPACTPYKTYPbl OTKPLITHIX Katouen (PKI).

e OyHKIUU cepTUPUKATBI U cepTUduKanuu (1[C).
e CTpyKTypa uepapxuu CA.

e CIIMCOK pa3JIM4YUuU MeXAY LIEHTPOB CEPTUPUKALIUHU
npegnpuaATud U aBTOHOMHBIM L C.

e YCcTaHOBKA U HAaCTPOHKa LleHTpPa CEPTUPUKALIHH.
e OnurcaHue Inpollecca BblJlayvd CeEpTUPHUKATOB.
e [IybsiMKalysi CHUCKOB OT3bIBa CEPTU(PUKATOB.




e

BeBeaeHue B UHPPACTPYKTYPY OTKPLITHIX
KAouen

e UHQpaCTpyKTypa OTKPbIThIX KI04YeH (PKI)

npeACTaBJISAeT COO0M HAOOP MPOrpaMMHbBIX

KOMIIOHEHTOB Y MOJIMTHUK B 00JIaCTH paclipeieJieHUs U
MCII0JIb30BAaHUS IOCYAAaPCTBEHHBIX U YaCTHBIX KJHYeHr
Ha OCHOBE MCII0JIb30BaHUS LIUPPOBBLIX CEPTUPUKATOB.




LLludposaHue Ha OCHOBE
Kpuntorpaduueckux Knouen

e [lludbpoBaHUe NpenCTABJISET COOOKU CUCTEMY, B KOTOPOH
OJUH CUMBOJI (HAOOp CUMBOJIOB) 3aMeHAETCs JAPYTHM.

e [lludpoBaHUE B CETU NNepeadr JaHHBIX 0ObIYHO
MCII0JIb3YEeTCS METO/, IIKU(PPOBAHUS C OTKPBIThIM
KJIFOYOM.

B uiMdpoBaHUe C OTKPBITBIM KJIKYOM, KaXKbIU
[10JIb30BaTeJIb UMeeT [IBa KJH4Ya — OTKPBITBIU KJIH0Y U
3aKPbIThIN KJIHOY.

e JlaHHbIe, 3alIMPPOBAHHBIE C IOMOIIbI OTKPBITOTO
KJIF04Ya, MOTYT ObITh pacCliMPPOBaHbI C IOMOUIbIO
3aKpbITOrO KJIK04Ya, U HA0OOPOT.




LLilndpoBaHue AaHHbLIX

Private Key Encryption to
Public Key Decryption: ——

Decrypted
Document

Document

Public Key Encryption to
Private Key Decryption: +——-—-

User A
Private Key

User A
Public Key

Encrypted /— ——————————————— Encrypted
Document/ » / Document




Ludposaa nognuco

e [IudpoBas NoANKNCh OTHOCUTCS K MPOIECCY
KA GPOBAHUS C IOMOILIbIO 3aKPbITOr0 KJIlOYa J1Ji1s1 BCEX
WJIW YaCTH JaHHBbIX.

¢ ]_lI/ICl)pOBaH IMOAITNCH AAHHDBIX, BaH_II/ICl)pOBaHHbIX C
Ballero CEKpeTHoro KJjr4a, MOryT ObITh
paCLHI/I(l)pOBaHbI TOJIBKO C BalllUM OTKPbBITBIM KJIIOYOM.

¢ LlHCl)pOBaH IHOAIINCH IIPpEeAO0OTBpAIIAE€T APYTUM
ITOJIb30BATEJIAM Bbl1dBATb cebs 3a BdC, I1OCblLJIaAd
AddHHbBIE€ OT BAllIErrO UMEHMH!.




NpoBepKa AaHHbIX

e X31I-3HAYEHMU S, UJIU KOHTPOJIbHbIE CYMMBI,
MCIT0JIb3YTCS, YTOOBI TapaHTUPOBATh, YTO JAaHHbIE HE

OBbLJIM U3MEHEHBI, C MOMEHTA KaK KOHTPOJIbHAs CyMMa
OblJla cO3aHa.

e [[pyHMMamIAsA CUCTEMA NPOBePSAET KOHTPOJIbHYIO

CYMMY, YTOObI ONIpeJleJIUTh, IeHCTBUTEJILHO JIX JJAHHbIE
He ObIJIU U3MEeHEeHHI.




™~

MpumeHeHue uudpossbIX cepTuduUKaTos

e Iludposbie cepTUPUKATHI ABIASOTCA JOKYMEHTAMH, KOTOpPbIE
MIO3BOJISIIOT IPOBEPUTD CBSI3b OTKPBLITOTO KJIt0Ya C Onpee/IeHHbIM
4YeJIOBEKOM WUJIK OpraHU3alHeM.

e CepTuduKaThl NepeaaroTCcsa U3 aJJMUHHUCTPATUBHBIX CYLIIHOCTH,
Ha3biBaeMOU LeHTPOM cepTuPpukanuu (1C).

e [IC BbhIMyCKaeT OTKPBLIThIX KJI0Y U 3aKPbIThIU KUY B KA4eCTBe
COIJIaCOBAHHOM IapHhl.

e CeKpeTHbIM KJHY XpaHUTCS Ha KOMIIbIOTEPE M0JIb30BATEIS, A
OTKPBITHIX KJIIOY BbIJIAETCA KaK 4aCTb cepTUdHKATA.




Copepxxumoe ceprtudukartos

e [IludppoBbie cepTUPUKATHI COAEPKATb OTKPBIThIM KJIIOY
JIJISI KOHKPETHOTO JIULA, a TaKXXe HHPOpPMAallMHU O
CYLIHOCTH.

e [louTu Bce cepTudukaTtbl COOTBETCTBYIOT ITU-T
ctaHZapTy X.509: «The Directory: Public-Key and Attribute

Certificate Frameworks».

e Cta”HgapTusanua ¢opMaTa cepTUPUKATA UMEET
CYLlECTBEHHOE 3HaYEHHE, B IPOTUBHOM CJiydae OOMEH
CEPTU(PUKATOB U KJHOUYEH OyZIeT 3aTPY/JHEH.




3arpyska ceptuduxkaros us UHTepHer

Security Warning il

Do wou want toinztall and wn ' acromedia Flazh Player
E7 Thiz free plaver iz required to wiew the website vou are
wiziting." signed on 2/26/2003 2:38 PM and diztributed by

Maciomedia, Ihe.

Fublizher authenticity verfied by WenSign Class 3 Code
Signing 2007-4 CA

Caution: Macromedia, [hc. azzerts that this cantent iz zafe.
You should only installfview thiz content if you st
kMaciomedia, Inc. to make that azsertion.

g

[ Ahways trust content from M acromedia, Inc.

Mare [nfo |




/
Ucnonb3oBaHUE BHYTRPEHHUX U

BHewHuXx LUC

* YT0OBI cCepTHPUKAT MOT OBITh UCI0JIb30BaH, OH J0JIKEH
OBbITh BbIJIaH [IOJIHOMOYHBIM LIEHTPOM, U 06€ CTOPOHBI
JIOBEPSIJIM IPOBEPKY UAEHTUYHOCTH APYT ApyTa.

e B opraHusanuu MoKHo0 ucroJibaoBaTb Windows Server
Certificate Services - ciy»k0a, KOTOpasi IO3BOJISIET
KOMIIbIOTEPY GYHKIIMOHHUPOBATh Kak []C.

e [Ipu 00IlIleHHNHY C BHEIIHUMU OPraHU3alUSIMHU, MOXKET
OBITh UCII0JIb30BAaH CEPTU(PUKAT, BbIJITAHHBIW TPEThEM
JIOBEPEHHOW CTOPOHOU.




Ha3snaueHue PKI

e Ucnosib3oBaHue PKI o6ecnieyrBaeT 40NOJHUTEJNbHYIO
6€e30MacHOCTb B CETU Windows Server.

e Mcnosb3yss UHCTPYMEHTHI yIIpaBJIEHUS,
aJAMUHUCTPATOPHI MOTYT IYOJIMKOBATh, UCII0JIb30BATh,
OOHOBJISATh U OT3bIBAaTh CepTUGHUKAThI. OHU TaKKe
MOTYT IIepeYrcCJanUTh KJIueHTOB B PKI.

e [lonb30BaTeN N MOTYT MCII0JIb30BAaTh CEPTUPHUKAThI
19 obecriedyeHHs AOMOJHUTE/IbHON 0€30I1aCHOCTH.




NpoekTuposaHue MHPpPaCTPYKTYpbLI
OTKPbLITbIX CeTeun

e [lnanupoBaHue PKI BkirouaeT cieayroiue
OCHOBHBbIE 3Tallbl:

e OnpenesieHrMe Ha3HAaYeHUA CEPTUDHKATOB
e Co3ztaHue HHPpACTPYKTyphI LIC
e HacTporika cepTudrKaTOB




e

OnpeapeneHue Ha3HaAYeHUA
cepTuduUKartos

[Ipu npoekTupoBanru PKI HeoOxoquMO onpeiesIMTh IOTPEOHOCTH
KJIMEHTOB B 0€30I1aCHOCTU OOMeHa JIaHHbIX U KaK CeEpTUDHUKATHI
MOTYT IOMOYb 00€CIeYruThb 6€30MaCHOCTb.

Heob6xoauMo onpe/ieinTh, KaKMe I0Jb30BaTeaU, KOMIbIOTEPHI,

YCJIYTH U TIPUJIOKEHHUS OYAYT UCII0J1b30BaTh CEPTU(PHUKATHI, U KaKHe
cepTUPHUKAThI OYIYT HEOOXOAVMBI.

[IpakTHKa noACKa3bIBAET, YTO CO34A€TCS HEOOABIIION HAOOP
onpezeJeHN 6e30MacHOCTH, a 3aTeM NPUMEHAIOTCA K
10JIb30BaTEJISIM U KOMIIbIOTEPAM 10 MeEpPEe HEOOXOUMOCTH.




Co3paHue undpacrpykrypbi LC

[lnaHMpoBaHMe CO3/IaHUA CUCTEMBI CEPTUDHUKALIUN
TpebyeTcsd noHuMaHue uepapxuu LC.

Hepapxusa CA OTHOCUTCH K CTPYKTYPE, B KOTOPOU KaKAbIU

HEeHTp cepTUPHKaLUU noaTBepxkAeH LIC Ha 6oJiee
BbICOKOM YPOBHE.

KopHeBou I[C cunuTaeTcs rjiaBHbIM YIIOJTHOMOYEHHBIM
EHTPOM [Ji OpTaHU3AIHH.




Koauvectso LIC

e OxauH LIC Ha ocHoBe Windows Server 2003 nogaep>uBaeT 10 35
MMJIJIMOHOB CEPTU(PUKATOB U MOXKEeT U3JATh JBa MUJIJIMOHA UJIH
0oJiee B ieHb, B 3aBUCHUMOCTH OT ciellupHUKAIIMU CUCTEMBI.

e [Ipou3BOANTENBHOCTb CUCTEMBI ABJISIETCS PAKTOPOM,
onpeaendiium KosanyectBo [[C B opraHusanuu.

e Jlnga nponecca Bbijiadyu cepTudrkaToB L[C onpeaensonmumu
ABJIAIOTCA JUCK U IIPOLLECCOP.

e Heckosbko LIC MOryT O6bITh peasin30BaHbl AJis1 00ecre4yeHus
OTKa30yCTOMYMBOCTH WUJIU pacCIipe/iesieHHs Harpy3KHU.




Nepapxua LUC

Intermediate CA

Root CA

Intermediate CA

Issumg CA

Certificate

T

Application

\/\

Issumg CA Issumg CA Issulng CA
Certificate Certificate Certificate
User Application User
N N N




e
Tunbl LleHTpos cepTupuKauum B

windows Server

[leHTpBI cepTUPUKALIUU

ABTOHOMHbBIE LIEHTPHI
NpeanpUsATHSA:

cepTUPUKALUHU:

e HTerpupoBaHkbl B Active e He oTBeuaroT

Directory aBTOMATUYECKU HA 3aMPOCHI
e MoryT MCnoJib30BaThb CepTUQUKATOB

TOJIBKO KJIMEHTHI KaTajora e [IpegHa3HayeH AJid

[10JIb30BaTeJier 3a
npejieslaMy NpeanpUsTUs,
KOTOpbIe MOTYT IOAABaTh
3aiBKU Ha CepTU(PHUKATHI




Hacrpouka ceptudpukaros

KpuTepuu npyu HaCTpoUuke

CEpTU(PHKATOB:

e Tun cepTruduKaTa

e /lyIMHA KJII04Ya ¥ aJITOPUTM MU PPOBAHUS
e Bpemsd xxu3HU cepTUdHKaTa

e [TosiuTUKYN OOHOBJIEHUSA




Ucnonb3oBaHue WabnoHos
ceptuduUKartos

e [[Ia6/i0HBI CepTUPUKATOB ONPEAEJISIOT, KAKHE
aTpUOYThI OCTYIIHBI UJIM HEOOXOAUMBIE J1JIS
JITAHHOT'O BH/Jla CEpTU(PHKATOB.

* Windows Server BKJIFOUaeT B Ce0s1 00JIbIIOE YHCJIO

[lIa6/s10HOB cepTUPHUKATOB, IpeJHA3HAYEHHbIX J1JIs
OOJIbIIMHCTBA TPEOOBAHUU K CEPTHPUKATAM.




3awurta LC

e 1IC aB/isieTCS KPUTUYECKU BaKHbIM CETEBbIM
CEPBUCOM.

e 3alllUTHbIE MepPbI U MJIaHbI JOJXKHbI BKJIKYATh:
e OY3UYECKYIO 3aIUTY
e YipaBJieHHE KJII0UaMU
e [[s1aH BOCCTAaHOBJIEHUA




KondurypuposaHue LIC

{24 Certification Authority

J Action  Wiew |J e =) | |

R[22 =

Tree I

M ame

@ Certification Authority [Local]

gy
i Revoked Certificates

- [ ssued Certificates

[_1Revoked Certificates
(_1lssued Certificates
=3 Fending Requests
_IFailed Requests

= Falicy Settings




Bknagka OcHoBHOE

claszroom01 Properties E |

Certifizate banagers Bestrictions I Auditing I Recovemn Agents I SecLirity
General | Pualicy Module I Exit Module I Estenszions I Storage

— Certific:ation authority [T

M amne: clazsroomil]

LA certificates:

Wiew Certificate

— Crpptographic zettings

Hazh algarithr: SHA-

C5F: bicrozoft Strong Crooptographic Provider

k. | Cancel I e 1




Bknagka Moaynb NOAUTUK




Bknaagka Moaynb Bbixoaa

clazzroom(1 Properties k1 Ed |

Certificate Managers Restrictions | Auditing | Recovemn Agents I Security
General I Falicy Module Exit Module | Extenzions I Storage

Exit modules:

Add... Bemove
— Dezcription of selected exit module
FETES Windows default
Dezcription: Enterprize and Stand-alone Capable
WYerzion: 5.2.3790.0
Copyright: 2 Microzaft Carparation. Al ights reserved.

Froperties. .. |

0k, | Cancel I e[ |




Pacwupenua

Certificate Managers Restrictions I Auditing | Security
General I Falicy Module I Exit bModule Extenzions Storage

Select extenzion;

Specify lozations from which users can obtain a certificate revocation list
[CRL).

Idap:///CH=< r‘u:ateu:lN me> <CRLMameSuffix: CH=<SererShortMal
hittp: &< ServerDMSMH ames ACertE nroll /s Caf ame: < CRLM ameSuffia: < Delta
file: 44N ServerD M SM armes SCertE nrollh< Ca ames: < CRLM ameSuffis: <Delt

L4 | i

Add... | Bemove |

¥ Publizh CRLs ta this lozation

™| Include in &l ERLs, Specifies whene to publish in the Active Directony
when publishing manually.

[T Inzlude in CRLs: Clients wse this ta find Delta CRL lozations.
[T Include in the COF extension of izsued certificates

¥ Fuhblish Delta CRLs to this location

0k, | Cancel I Apply




Bknagka XpaHunuuwe




Bknagka OrpaHuueHua flucneruepa
ceptuduKara

™




Bxknapka Ayaur

[ I




BKnaaxka AreHT BOCCTaHOBNEHUA




Bknaaka be3onacHOCTL

clazzroom(1 Properties HE
General I Palicy Module I E xit Module I Estenzions I Storage |

Group or user names:

E Adminigtrators [COMNTOS DS dministrators]

ﬁ Authenticated Users

ﬁ Domain Admins [COMTOS0ADomain Adming)

ﬁ E nterprize Admins [COMTOS0ME nterprize Admins]

Add... | Bemove |

Permizzionz for Administrators Al Deny
Read O O
lzzue and Manage Certificates O
M anage CA O

O O

Request Cerificates

0k, | Cancel I e[




Pe3epBHOE KONUpOBaHUE U
BocctaHoBneHue LIC

e basa JaHHBIX CJIYKObl CEPTUPHUKATOB BCEra OTKPhITA,
4TO JeJIaeT ero TPYAHbIM JJ11 pe3€PBHOTO
KOIMUPOBAHMUA.

e CnenyanbHOE MPOTrpaMMHOE 0OecliedyeHHUE MOXKET
MCII0JIb30BAThCA JJIsl pe3ePBHOI0 KOMMPOBAHUS
baiJI0B UJIM KOHCOJIb LIeHTpPa CEPTUPUKAILIUN MOXKET
00ecnevyruTb QYHKIMIO pe3epPBHOr0 KONMPOBAHUSI.

e OyHKLMSA pe3epBHOro KonrupoBaHud 1|C U3 KOHCOIH
[leHTpa cepTUHKALIMH BbI3bIBAET MTHOBEHHOE
3aKpbITUE 0a3bl JAHHBIX CJAYKObI CEPTUPUKALIUH, U
co3/laHHe KOomHIo 6a3bl faHHbIX LIC.




e

Bbiaaua u o6HoBNeHUE LudpoBbIX
cepTudpuKaTos

ABTOMaTHYecKas
_ Py4yHad BeIiaya:
pEruCTpanud:

e [IC onipeeisierT, e AaMmuHucTpaTop LIC
JEeMCTBUTEJIEH UJIU HET OTCJIEXKUBAET
3amnpoca Ha BXO/ISAII[ME 3aMPOCh] U
cepTUPUKAT H, onpejenaseT, J0JKEH
COOTBETCTBEHHO, JI CepTUPUKAT ObITh
BbIJAE€T UJIK OTPUIAET BbIJIaH I10 3aMPOCy.
cepTU(PHUKATOB.




Ucnonb3oBaHue ABTOMaTUYECKOU
Bblaauu

Autoenrollment Settings Properties 7| x|

eneral I

Egﬁ Enroll uzer and computer certificates automatically

" Do not enmoll certificates automatically

v iE nroll certificates automaticallé

[~ Renew expired certificates, update pending cerlificates, and remaove
revoked cerificates

[T Update certificates that use certificate templates

k. || Cancel I Spply




Ucnonb3oBaHue PY4YHOU Bbiaaum

¢ HpI/I HUCIIOJIb30BAHHNHN dBTOHOMHBIX EHTPOB
CepTI/ICl)I/IKaI_[I/II/I, dIAMHUHHUCTPATOP A0JI2KEH PA3PCIINUTD
NJIN 3dlIPETHUTD 3aIlIPOChI HA CepTI/I(l)I/IKaTbI.

¢ BXO,[LHIJ_U/IG 3adIIPOChI 3aABKH HaA CepTI/I(l)I/IKaT
IMOABJIAETCHA B IIAIIKE 3anpoc1;1 B O2KHAAdHHUMU.

e AIMUHUCTPATOP AOJIKEH ITPOBEPSATH IMANKY HA
peryjasspHOu OCHOBE.




Ucnonb3oBaHUE OCHACTKMU

CepTudukarol

:ﬂl Consolel - [Console Rooth Certificates - Cu

rrent User' Personal’, Certificat

=10 x|

1] Trusted Rook Certification Authorities
I:l Enkterprize Trusk

1] Intermediate Certification Authorities
I:l Ackive Directory User Object

-] Trusted Publishers

1] Untrusted Certificates

I:l Third-Party Rook Certification Authorities
I:l Trusted People

I:l Certificate Enrollment Reguests

[E'n File  Action Mew Favorites  Window  Help - |5’ |£|
o BE B RPE 2
I:I Console Rook Issued To ¢ | Issued By
E‘@ Certificates - Current User = administrator Adrniristr akor
EII:l Persnnal. . Eidoe Tect
L475] Certificates ElMark Lee Test

|F'ers::nnal stare conkains 3 certificates,




