AOMUHUCTPUPOBAHUE TOKANbHbIX

ceTeun

Jleknuda 8
be3onacHOCTBh ceTeBbIX COeJHHEHHUH




0630p nekuun

OnvcaHue QYHKIMH U YTUJIUT NTAaKETHOU PUJIbTpPALUHU

CIIMCOK U3BECTHBIX MOPTOB U NPUJIOKEHHUH, KOTOPbIE
MX UCIIOJIb3YIOT.

CIIMCOK KpUTEPHEB KOTOPbIE Bbl MOXKETE UCII0JIb30BaTh
11 GUJIbTPALIMY CETEBOr0 TpadHKa.

OnvcaHue BO3MOXXHOCTeHN NaKeTHOWU GUJIbTPALIMHU B
Microsoft Windows Server .

CIKCOK OCHOBHBIX YI3BUMOCTEHN CETEBBIX COEJJUHEHHUH.

Onvcanue QyHKIMH IPSec.




0630p nekuun

e Onucanuve QyHKIUH U apXUTEKTYPhl IPOTOKOJIOB
[PSec.

e CITUCOK KOMIIOHEHTOB IPSec B Windows Server .

e CIUCOK MOJIUTHUK IPSec IO YMOJTYAHHUIO BKJIFOYEHHBIX
B Windows Server 1 UX UCIIOJIb30BaHHUE.

e OnvcaHve QYHKIMHA KOMIIOHEHTOB MMOJIUTUK IPSec.

* Mcnosb3oBaHHWe OCHACTKH IP Security Policies 114
ylpaBJieHUS IOJIUTUKAMHU IPSec.

-,
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Be3onacHOCTL COeaAUHEHUU Ha OCHOBE
ceTeBbiX PUNLTPOB

e OubTpalLMAa NAKETOB MM03BOJISET 3AlUTUTD
KOMIIbIOTEPHI OT Pa3pyLIUTEIbHOT0 CETEBOTO

TpadUKa C IOMOIIbIO OJIOKUPOBKHU MTAKETOB C
onpeje/ieHHbIMU IapaMeTPaMHU.

e bpaHMayspbl 00BIYHO UCIIOJIB3YIOT IAKETHDIE

GUJIBTPBI /14 IPONYCKa pa3pelleHHOoro Tpadpurka 1
O0JIOKMPOBAaHHWH HEABTOPU30BAHHOI'O TPaHUKa.

¢ cDI/IJII)pr}OI_L[I/Ie I[IAKEeTbI ITO3BOJIAIOT 3dllIUTUTD

[IPOTUB BUPYCOB, IOJMEHBI JAHHbIX U JPYTUX aTaK
XaKepoB.

™~




Ha3zHaueHue HomepoB NopTa U
NPOTOKOANA

e Azpeca IP onipeiesisitOT CUCTEMBI, KOTOpPbIE
OTIIPABJISIIOT U OJY4alOT CUCTEMBI.

e [losie Protocol B IP makeTe 3aZaeT THUII MPOTOKOJIA
TPaHCIOPTHOTO YPOBHS KOTOPbIM
MHKAIICYJINPOBaH B MaKeT.

e Kaxxabl¥ MPOTOKOJI TPAHCIIOPTHOI'O YPOBHS UMEET
oJie Port KOTOpOE OIpeesseT IPUJI0KEHHE,

KOTOpOEe MOoJIy4yaeT JaHHble ITaKeTa.




BeeaeHue B nakeTHblie PUANLTPLI

e [TakeTHasa GpuabTpaLUs MO3BOJISIET YIPABJIATD
CeTeBbIM TPAPHUKOM 10 TAKUM KPUTEPHUSAM KakK IP

agpec, IPOTOKOJIbI © HOMeEpPAd ITOPTOB.

e [lakeTHbIEe QUJIBTPHI YACTO UCIIOJb3YIOTCS HA

MaplIpyTU3aTopax AJd oobecrneyeHus JOCTyIa B
HMHTepHeT.




Kputepuu naketTHbiX PUNbTPOB

Application

Presentation

Session

Transport

Network

» Port Numbers

Data-link

» |P Addresses

» Protocol Identifiers

Physical

» Hardware Addresses




e

Peanusauua naketHou punbrpauua B
WINDOWS SERVER

e [TakeTHasa dusbTpanus TCP/IP

e [lakeTHaa ¢puabTpanua Routing and Remote Access
Service (RRAS)




Ucnonb3osaHUe NaKeTHOU GunbTpauuu

TCP/IP

TCP/IP Filtening

[¥ Enable TCPJIP Filkering (Al adapters)

& permit Al & Permit Al
— " Permit Only — " Permit Oply

TCP Porks LGP Porks

focldle Frcldd

EEmoyvE HEMEVE

HE|

" Permit al
~ (% Permit Only

IP Protocols |

™~
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Ucnonb3oBaHue NakeTHOU GunbTpauum

RRAS

Inbound Filters EH |

These filterz contral which packets are forwarded or proceszed by thiz netwark.
Filter action:

¥ Feceive all packets except those that meet the criteria below

" Diop all packets except those that mest the criteria below

Filters:

Source Address | Source Metwaork, b agk | D estination Address | D ezstination b azk | F

™~




3auMleHHanA nepenava B ceTu

e [Ipy HEOOXOAUMOCTHU 00ECIIEYHUTD 3ALIUTY
KOHOH/IEHIIMAJIbHBIX JAHHBIX B CETU
Windows Server moaepuBaeT [PSec, YTO MOXKeT

OBITh MCIIOJIb30BaHO /JIf1 3alUThI JAHHBIX ITPH
nepejave.




e

HemoHcTpauua HeobxoaumocTu
3aWUThI

‘- Microsoft Network Monitor - [Capture: 1 {Detail}]

5l File Edit Display Tools Options tindow  Help

=10l x|
=8 x|

S|d| k@ 8 FEEEQl 1] ¥l sl 0| 2|

a |

Frame ITime ISrc Mac addr IDst MaCc addr IPrntDcnl IDescriptiDn _:J
10 Z3.844286 LOCAL O0508BES337A TCP Control Bits: .A._.., len: 0, seq:318020. .. =i
11 £8.811429 LOCAL O0502BES3374 FTPR Beqg. from Port 2336, 'DPASE password'

H"ETHERNET: EType = Internet IDP (IDPwd)

) TCP: Comtrol Bits: .AP.
SR FTD: Beqg. from Port

-

i FTP: FTP Command =PASE
‘- FTP: FTP Darta: Number of data bwtes remainiwea = 11 (0x000E)

| |

ol "1

“IP: Protocol = TCP - Trawnsmission Control; Packet ID = 39193; Total IP Length = EE&; Options = Mo Opti
len: 15, =eq:31E80903276-3180903Z291, ack: E84E67089%, win: 17436, sro: Z93€

B

oooooooo 00 50 8B EZ2 33 A 00 10 LA 09 F1 ED 08 00 45 00 _Pif#Sz wZo0tqn E.
oooooolo o0 37 99 19 40 00 S0 06 DC 49 CO A2 02 03 CO AR L7y E. Q-ILLGVL;

oooooozo 02 0O& OB 78 00 15 B> 28 BE 6C 22 D2 S5E B3 50 18 SEe . 50 1nd - Pt
ooooooz0 44 1C &2 BE 00 00 : 3 B3 E0 &l 73 73 77 DLid. .
00000040 4 [=

< |

FTP Protocol Packet Summary [F#: 11714 |OFF: 54 (x36)

=

L: 15 (xF)




BeeaeHue B IPSec

e Pacimimnpenus IP Security (IPSec) 0b6ecrieduBaroT
3alllMTy TPapUKa B IP-CETsX.

* [PSec 3alllMIIA€T JaHHbIE CPEeACTBAMU LIUPPOBOU
MOAIKCHU U UX IIUPPOBAHUS Ilepes nnepejgadyen
JaHHBIX.

* [PSec — MPOTOKOJI CETEBOI'0 YPOBHS U MOXKET ObITh

nepefaH yepes JII0OYI CeTEBYIO Cpealy UIU
YCTPOUCTBA MOAAEP>KUBAKOIIUN IPOTOKOJ IP.




®yHkuuu IPSec

[[ludbpoBaHue IPSec MCIIOJIB3YET aJTOPUTMBbI Data Encryption
Standard (DES) uJH Triple Data Encryption Standard (3DES).

[PSec MO3BOJISIET HECKOJIbKO QYHKIIUU O€30I11aCHOCTH:

e reHepalus KJwyJeH,
* UCIOJIb30BaHHWE KPUNITOrpapruieCKUX KOHTPOJbHBIX CYMM,

¢* MHOXE€CTBC€HHYIO aYTEHTI/ICl)I/IKaHI/II-O, InpeaorBpalieHne mMOBTOPHOI'O
HCIIOJIb30BAHHA,

e pusbTpaLyIo [P NaKeTOB

HMcnoab3oBaHue IPSec InpeaorspamacT NpocMOTpP, USMEHEHHUE

U yaajieHue JaHHBIX B [IaKeTax, a TaKxe IP CHYCl)I/IHF.




Cranpaprbl IPSec

e IPSec OCHOBBIBAIOTCSI HA CTaHJapTax 0Jj00pEHHbBIX
Internet Engineering Task Force (IETF).

* JlokyMeHT RFC 2411, “IP Security Document Roadmap,”
OINMCbhIBAeT pabOTy CTAaHAAPTOB.




Mpotokonsbl IPSec

CtaHgapT IPSec onpeaesiseT iBa MPOTOKOJIA:

* IP Authentication Header (AH)
* IP Encapsulating Security Payload (ESP)




e

CrpyKTtypa Kagpa
IP AUTHENTICATION HEADERS (AH)

Next Header | Payload Length | Reserved

Security Parameters Index

Sequence Number

| Authentication Data




e

CrpyKrypa Kaapa

IP ENCAPSULATING SECURITY PAYLOAD (ESP)

Ethernet
Header

IPSec
AH
Header

IPSec
ESP
Header

IP
Header

Transport
Layer
Protocol
Header

Application
Message

IPSec
ESP
Trailer

IPSec
ESP
Authentication

Ethernet
Trailer




TPAHCNOPTHLIX U TYHHENbHbLIN PEXUMbI

[PSec MO3BOJISIET
paboTaThb B BYX
peXuMax:
TPaHCIOPTHOM U

TYHHEJIbHOM.

e TpaHCIOPTHBIN pEKUM
MCII0JIb3YEeTCA MEXAy
KOMIIbIOTEpPAMHU
nogAep:KUBaroUMU IPSec.

e TYHHe/IbHBIA peKUM
MCII0JIb3YETCI MEXAY
MapIllipyTU3aTOpaMH
noAJepKUBarOMMHU [PSec.




CrpyKTtypa nakerta B TYHHENIbHOM peXXume

New
IP
Header

IPSec
ESP
Header

Original
IP
Header

Transport
Layer
Protocol
Header

Application
Message

IPSec
ESP
Trailer

IPSec
ESP
Authentication

Encrypted




TyHHenb B npotokone L2TP

IP
Header

IPSec
ESP
Header

UDP
Header

L2TP
Header

PPP
Header

PPP
Payload

IPSec
ESP
Trailer

IPSec
ESP
Authentication

Encrypted




Pa3seprtbiBaHue IPSec B cetu

e Bce Bepcun Windows (€ BepcrHd Windows 2000)
noaAep>XUBAOT IMPOTOKOJIBI IPSec.

e [loiUTHUKHU IPSec olpeesdoT KOrga U Kak
HNCII0JIb3yeTC IPSec.

® [PSec peanu3anuu B Windows Server COBMECTHUMBI C
[PSec peasn3aniuaMu APpyTryux oneparuoHHbIX
CUCTEM COOTBETCTBYIOIUX cTaHAapTaM IETF.




KomnoHeHTb! IPSec

[PSec B Windows Server BKJIFOUAET

cJeyolhe KOMIIOHEHTHI:

e AreHT IPSec MOJINTHUK
* Internet Key Exchange (IKE)
* IPSec ApauBep




NMaraHuposBaHue pa3seprbisaHue IPSec

e Ucnosb3oBaHue IPSec CO37a€T AONOJHUTENbHbIN
ceTeBOU TpapUK U YBEJIMYUBAET HArpy3Ky Ha
[IPOLECCOP, CBSI3aHHYIO C 00pabOTKOM TpadHUKa.

* [PSec peasiM3aliiyd MOTYT ObITb CKOH(HUTI'YPUPOBAHbI

JJIs1 KQXK/JJ0T'0 CETEBOr0 COeJUHEHUS, UCIT0JIb3YS
[aKeTHbIe QUJbTPHI.




Pabota ¢ noautukamu IPSec

[PSec MOJIMTHUKHU YIIPABJAKTCA Yyepe3 OCHACTKy MMC IP
Security Policies.

[PSec MOJIMTUKH OIPELEJA0T KaKOHU TpaQUK J0KEH
OBITh 3all[UIlEH U KaKHe NeWCTBUS BbIIIOJHAKTCS C
TpadHUKOM Y0BJIETBOPSIOIIMM 3alaHHbIM KPUTEPUSIM.

Tpu IPSec MOJIMTUKHU 3aaX0TCA 10 YMOJIYAHUIO.




Ucnonb3osanue nonutuk IPSec no
YMOAYAHUIO

'iti Local Security Settings

Eile  Action Miew Help

e | OmXEB| R[22 I 2

@ Security Settings Mame | Dezcription | Policy Aszigned
-8 Account Policies BA Mew P Security Policy (1] No

@ L':":E_'l P':'"':ies_ ) B Server [Request Secunty) For all IP traffic. ... Mo

D Public K.ey P':'hlee_s o & Client [Respand Only] Communicate no.. Mo

D Su:uftware. HEStr_ID_tIDn Falicies B Secure Server [Reguire Securty]  For all IP traffic. ... Mo

g IP Securty Policies on Local Computer T e I 5 ecuity Policy




CoaepxaHue nonutuku IPSec

[louTUKHU
[PSec e [IpaBuia

BKJIIOYAIOT B e CIIMCKHU QUJIBTPOB IP

cebs Tpu o JleiicTBUA QUILTPOB
JJICMCHTA:




Co3paHue npasun IPSec

Security Rule Wizard

2l

Welcome to the Create IP Security
Rule Wizard

A gecurnity rule governg how and when zecurity iz invoked
based upon criteria, such as the source, destination, and type
aof [P traffic, in the securite rule's [P filker list.

A gecurnity rule containg a collection of security actions that
are activated when a communication matches the critera in
the IF filker list.
Securnty actions:

IP tunneling attributes

Authentication methods

Filter actionz

To continue, click Mext,

¢ Back

Cancel |




Co3paHue cnucka IP punbrpos

Bl IP Filter List H
= A [P filker ligt iz composed of multiple filkers. 10 thiz way, multiple subnets, [P
i’* addrezzesz and protocalz can be combined inta one [P filter.
Harme:
INew IP Filter List
Dezcrption: —l
Edif... |
Eemawve |
IP Filters: |7 ze Add wizard
kirrared | D escription | Protocal | Source Port | D estination

/] | i

(] I Cancel |
i




Co3paHue flencreua dunbrTpos

e JleicTBYSA QUJIBTPOB ITO3BOJISIOT
aJJMUHUCTPATOPaAM OIpPeAeJISATh, YTO BbIINOJHSAETCS
eCJIu TpadUK Y[ 0BJIETBOPSIET BbIOPAHHOMY CIIUCKY

GHUJIBTPOB.
e JleicTBYS QUIBTPOB JOCTYIIHBIE 110 YMOJYAHUIO:
e Pa3peliuTh
® bJIOKMPOBATH
e CorylacoBaThb 6€30MacHbIe




OcHOBHOE coaepXaHue nexkuuu

e QuabTpalLYs [IAKETOB — METO/, 414
peryjrpoBaHuda TCP/IP TpadrKa, OCHOBAaHHbIH Ha
TaKMUX ITapaMeTpax Kak IP 1 GU3ndeCcKHH ajpec,
[IPOTOKOJI U HOMED MopTa.

e CepBHC - OpUEHTHUPOBAHHbIE PUJIBTPHI

MCIT0JIb3YIOT HOMED MOPTa NO3BOJIAIOT OTPAHUYHUTD
TpadHK CBA3aHHbIM C paO0OTOU IIPUJIOKEHHSI.




OcHOBHOE coaepXaHue neKkuuu

* [PSec — 3TO Habop MHTepHET MPOTOKOJIOB
o6ecrneyrBalOIUX 3alMTY JaHHbBIX BO BpeMs UX
Inepeaadu B CETH.

* [P Authentication Header MPOTOKOJI 06€ecieYrBaeT

ayTEHTU(PHUKALUIO U LIeJIOCTHOCTD JaHHBIX, HO HE
MU PPOBAHUE.




OcHOBHOE coaepKaHue nexkuuu

e IP Encapsulating Security Payload IpoTOKOJI UG pyeT
JlaHHbIe B I[P jaTarpaMmax U obecredyrBaeT
ayTEHTUPHUKALIUIO U LIEJIOCTHOCTb JaHHBIX.

* IPSec MOXKET OIIEPUPOBATDH B IBYX PEXHUMAX:

TPAHCHOPTHBIU PEKHUM 3aIUTHI COEJUHEHUU MEX Y

[10JIb30BaTEJIbCKUMMU IIPUJIOKEHUAMU U TYHHEJIbHbIY
peXHM 3alUTbl WAN COeJITMHEHUU MEXKY

MaplLIPyTHU3aTOPAMHU.

e Peanunszanuu IPSec Windows Server BKJIFOYAIOT areHTa
MMOJIUTHK IPSec, Internet Key Exchange (IKE) 1 ipanBepbl
IPSec.




OcHOBHOE coaepXaHue neKkuuu

® [PSec B Windows Server 110 YMOJITYaHUIO UMEET TPHU
NOJUTUKHU: Client (Respond Only), Secure Server (Require
Security), and Server (Request Security).

* IPSec MOJIMTHUKH BKJIKOYAIOT NIpaBUJia, CIMCOK IP
GUJIBTPOB U IEMCTBUSA QUIBTPOB.

e [IpaBusa ABAS0OTCA KOMOUHaLUEN eUCTBUMH IP filter
GUJIBTPOB U CIUCKOB PUJIbTPOB.




