AAMUHUCTPUPOBAHME B
MHAPOPMALIMOHHBIX CUCTEMAX

Jlekuud 3. I'pynmnossie
IIOJIUTUKH JOMEHOB.

OOBEKTHI TPYHIOBBIX IIOJIUTUK
(GPO)




[ pynnoBbie NOIUTUKH

CTpyKTypa MHOTOIIOJIb30BATEILCKUX ONEPAIIMOHHBIX CUCTEM
IpeJiriojiaraeT BO3MOKHOCTh CO3JaHUsA JIJIs OT/IEIbHOTO
I10J1b30BATEJIA UHAUBUAYATbHOTO OKPYKEHMU.

» B okpy:keHUe I10JIb30BaTESI MOTYT BXOJUTD:

° KOH(UTrypanuu paboyero crosa u UHANBU/yaIbHbIE
HACTPOUNKHU 000JI0UKU;

o JIOCTYIIHBIE II0JIb30BaTEJII0 MPUIOKEHUSI;

o CIleHapUU, BHIMIOJIHAIOIINECS ITPU BXO/€ M0JIb30BaTE s B
CHICTEME WJIN BBIXOJE U3 HEe;

o aCCOLMHMPOBAHHBIE C TI0JIb30BaTeJIeM IIpaBa U pa3pelleHns Ha
ZIOCTYII K JIOKAJIbHBIM 1 CET€BBIM MH(MOPMAITMIOHHBIM
pecypcam.

JIJ1s yripaBieHusA pa3pellleHus MU M0JIb30BaTesel B JOMEHaX

Windows Hcnosib3yeTcsi MEXaHNU3M IPYHNIIOBBIX ITOJIUTHK.



MoHATHE rpynnoBOoM NONIUTUKHK
AOMeHa

+ Iloa rpynimoBOH MOJUTUKOMN IIOHUMAETCS
COBOKYIIHOCTb ITapaMeTPOB, UCII0JIb3YEMbIX JIJIsI
KOHGMUTYPUPOBAHUS pab0dero OKpyKeHHU
I10JIb30BaTE s UJIN KOMIIBIOTEPA.

« MexaHu3M I'PYIIIOBBIX IIOJINTUK — OCHOBA
IIEHTPAJIN30BAaHHOTO YIIPaBJIEHUS
KOH(UTypallUsIMU HOJb30BaTEJIEN U
KOMIIBIOTEPOB B KOPIIOPATUBHOU CETH.



OCHOBHblI@ KaTeropmu ceTeBbIiX
00beKTOoB JOMEHa

- I'pynnoBas noauTuka B JoMeHax Windows nipuMeHsieTcs K
JIBYM OCHOBHBIM KaTETOPUSM CETEBBIX 00BEKTOB —
KOMIIBIOTEPAM U IIOJIB30BaTE/JIAM JOMEHA.

NMonb3oBaTenu prrlrlosaﬂ NOJNMNTUKa pernameHTnpyeT OKpyKeHne
KOHKPETHbIX nonb3oBaTenen He3aBUCMMO OT TOrO,
Ha KaKOM KOMMbKOTEPE 3TN NMOJ1b30BaTESIN pa60Tar0T

KomMmnbloTepsbl [pynnoBasi nonuTuka onpenensaer napameTpsbl
CUCTEMbI, BNUSIIOLLME HA OKPYXXEHne
nonb3oBaTenen, Ans KOHKPETHbLIX KOMMNbIOTEPOB
He3aBUCUMO OT TOro, Kakme Nnonb3oBaTenn Ha HUX
paboTatoT




[IpuMmeHeHue rpynnoBbiX NOJIMTUK

« OcoOeHHOCTHU IPYIIIOBBIX IOJUTHK:

s 00beKThl GPO mpuMeHSI0TCSI B OTHOIIIEHUU KOHTEHMHEDPOB, a He
3aMBIKAIOIIUX OOBbEKTOB;

s OJINH KOHTEUHED MOKeT ObITh CBA3aH C HECKOJIbKUMHU 00bekTamu GPO;

s 00beKkThl GPO, cBsi3aHHbBIE ¢ OJHUM U TEM Ke KOHTEHHEepOM,
IIPUMEHSIOTCA B OTHOIIIEHUH 3TOTO KOHTEeNHEpPA B TOM HOPAAKE, B
KOTOPOM OHH ObLITU Ha3HAUYEHBI,

s 00beKT GPO BrIIOUaeT B ceOs IBe COCTABJIAIOIIME: ITapaMeTPhl,
OTHOCAIIHECA K KOMIIBIOTEPY, U TapaMETPHhI, OTHOCAIHECH K
I10JIb30BaTEJIIO;

o 0O0pabOTKY JIF000M U3 ATHUX COCTABJIAIONINX MOKHO OTKJIIOUUTD;
s HacjenoBaHue 00bekToB GPO M0XHO 0JIOKUPOBATh;
= HacjemoBaHUe 00bekTOB GPO M0kHO hopcHpoBaTh;

o mpuMeHeHne 00beKTOB GPO MOXHO (pUIHTPOBATH IPU ITOMOIITU
crirckoB ACL



O6beKTbl rpynnoBoMU NOIUMTUKHK

« O0BeKThI IpYyNnnoBou noauTuku (GPO) — ocHoBHOI
AJIEMEHT IPYIIIOBOM MOJUTHUKH, BEICTYHAIOIINH B
KAQUueCTBE CAMOCTOSTEIbHBIX 3JIEMEHTOB KaTaJiora.

s OOBEKTHI IPYIIIOBON IMOJUTHUKU BXOAAT KaK OOBEKTHI
cIy»k0b1 KaTasioroB Active Directory.

» C KaKIpIM OOBEKTOM I'PYIIIOBOM IMOJIUTUKH CBSI3aH
rj100abHBIN YHUKAIBHBIN uaeHTudukatop — GUID.

« JIJ1a yopaBjieHUusI UM UCIIOJIb3YIOTCA ClieluaIbHbIe
HHCTPYMEHTHI — pe0akmopbl 2pYnnosblx NOAUMUK,
npozpammHsle UHmMep@elicol.



JIOKanbHas rpynnoean noJiMtTukKa

« JIt00011 0OBEKT IPYIIIOBOMN MOJUTUKHA MOXKET OBIThH
CBSA3aH C HEKOTOPBHIM 00BEKTOM KOHTEMHEPHOI'O THUIIA B
KaTajiore, OTHOCAIIEMCS K OJJHOMY U3 TPeX KJIACCOB:

« Y3eJ (canr);
o JIOMEeH;
o QOpraHu3anOHHAaA eIUHUIA.

- Ha kaxxzoM KOMIIBIOTEpE, 10, yopaBiieHrneM Windows
CYIIIECTBYET CIIEUAIbHBIN 00BEKT I'PYIIIIOBOM HOJTUTUKU
— JIOKAJIbHAA rPyNmnoBas MOJUTHKA.



PasmelweHue 06bLEKTOB rpynnoBou
NO/IUTUKM

Cucrema pa3mernaet naH@opmanuio o GPO B 1Byx mecrax:

o 3HAUYEeHH BceX aTpHUOYTOB 0OBEKTOB Pa3MeNaloTCs B CIEINaIBHOM
KOHTelHepe rpynioBoi nmoautuk (Group Policy Container, GPC) Active
Directory .

o Jlss1 pa3meltieHus paiaoB, CBA3aHHBIX C IPUMEHEHHEM I'PYIIIOBBIX
IIOJIUTHK, CUCTEMA HCIIOJIb3YET CIIENIUAJIbHYIO CTPYKTYPY — IIA0JIOH
rpyImOBoﬁ MOJIUTUKH.

+ JlanHbBIN 1M1a0JI0OH MPeCTaBIIsIET cOO0M MKy, KOTOpasi paciojiaraeTcs BHyTPU
manku SYSVOL\sysvol\<domain>\policies. [lo ymosyanuio nanka
pacrnoyiaraercst BHyTpH cucreMuou nanku Windows (ITanka ma610H0B
TPYIIIIOBOU MOJTUTUKU).

- Cospanue u yziajieHre 00beKTOB I'PYIIIOBOM IMOJUTHKH Pa3peleHo
II0JIb30BATEJISIM, ABJISIONINMCS YieHaMH IpyIn 6e301IacHOCTH
A,Z[MI/IHI/ICTpaTOpI)I AOMEHAa U AAMUHHUCTPATOPSI
NpeanpUuATHUA.



Co3paHue 06beKTa rpynnoBou
NOIMTUKMH

« JIJ1s1 co3maHus O00OBEKTOB 21|

FPYHHOBOﬁ HOJII/ITI/IKI/I ﬂ;z‘;in;i: HEONMPOEAHHEIE DCHACTEM: | — il
I/ICH OJIBSyeTCH MNpocraTp code il ticrozoft Carparation

.E FPacnpepeneHHas dainogan cucTer...  Microzoft Corporation
FFen 3KT0p OFLEKTOE FPYNNOECH o, e w0
CHeI—II/IaJIbHaH OCHaCTKa PesyneTHpYLWLAA NOAMTHES Micrazoft Carporation
@ CepTHduraTe Microzoft Corporation J
KOHCOJ—II/I pr aBJIeHI/IH Q CysBa MHIEK CHPOEaHIHA bicrozoft Corporation, K.

§3 Cnyti6a nposeprd nogamHHocTH B M., Microzoft Corporation

WindOWS - Pe'ZIaKTOp %Engmﬁbl Microzoft Corporation =
00'bEKTOB I'PYNIIOBOMI  CH— T
HOJII/ITI/IKI/I o ~ OnucaHue

3ATa ocHACTEa NO3B0NAST PEaKTHPOESTE OfbEKTEl FPYNNOEai
NOAATIAE W, EOTORBIE MOMYT COBINETECA HA CalThl, A0MEHE! MM
OpraHMS aUHOHHEIE NogpasaenceHka B Active Directon 1M koTopeie
MOFYT ¥PEHWTECA HE MOKANEHOR KOs TERE.

JofaeTe I Jakpeme




Co3paHuMe o6beKTa rpynnoBou
NO/IMTUKMH

Boibop 06 bLeKTa rpYNNOBOM MOAMTHKM 5'

Macrep rpynnosoh nomerux g - B Macrepe rpynnoBou NOJUTUKU
- BbIOpATh B KauecTBe OOBEKTA C
IIOMOIIIbI0 KHOIIKH O030p —
Qv st o e Homen/Ilonpasnenenue
HY?KHbBIA OO'BEKT.

Moxck 06 bEKTa rPYNNOEDA NOAXTHEA e |

DoreneMNogpasaeneHia | Eambll Kumnbmepbll Ece I

g6sop.. | Momck &: ﬁm ~| g E -

JordeHel, nogpasaeneHi4A 14 CEASaHHBIE OFLERTEI TEYANOEDE MOAMTHEM:

I DordeH I

InA BRIGopa 0fEEKTa BOCNOAESYHTECE KHOMK D
"OG=sop™.

OEBERT rpYNNOBoM NOAMTHKM,

Mok ansHBIE KomMsoTED

[~ Pazpewwre wsmeHeHie dokyca 'OcHacTkwM
FREYANCEON NOAMTHEM ' MW S3NYCEE M3 KORaHIHORH Aran

CTPOKH. anME-'HHETCH TOAEKD NPH COXpaHSHIH .
TR, (L3 Domain Controllers.ufo. rosnou. i

:Zj Detault Domain Palicy

EF Teat

¢ Hazan I [oToso I OtreHa

= Ecnn ectb HeoOxoaoumocTb
co3daHns HOBOro obbekTa
rPynnoBomn MosiUTUKKU, TO
ncnosnb3yeTca cneunansHaga T ] omem
KHOMKa.




KoHurypuposaHme o00beKkToB
rpynnoBoOM NOIMTUKM

 Ilannka «KoHdurypamnusa mojab30BaTesIsd»
OCHAcCTKU I'pynmmoBas nmoJIMTUKA
HCIOJIb3yeTCA JJIA 3aJaHUA IIOJIUTHK,
[IPUMEHAEMBbIX K II0JIb30BATEJAM HE3aBUCUMO
OT TOT'0, KAKOW KOMIOBIOTEDP UCHOJb3YETCA JJIs
BXO/Ia B CUCTEMY.

s Y3ea « KoHndurypanus nojab30BaTeasI» COAEPKUT
IJICMCHTDI .
- «KoHurypanua nporpamm»,
+ «Kondwuryparmusa Windows»,
* «AIMUHHCTpPATHUBHBIE ITA0JIOHBI»,



KoHurypuposaHme o00beKkToB
rpynnoBoOM NOIMTUKM

« C momoipio y3i1a « KoHpurypanus KOMIIbIOTEPA» B
ocHacTke I'pynnmoBas moJIMTUKA MOKHO
yCTAaHABJINBATH IIOJIUTUKHU, IIPUMEHAEMbIE K
KOMIIBIOTEpPAM, BHE 3aBUCUMOCTH OT TOT'0, KTO paboTaeT
Ha HUX.

s ¥Y3es1 « KoHpurypanusa KOMIIbIOTEPA» COAEPKUT MOy 3JIbI:
- «KoH(urypanuus mporpaMmm»,
+ «Kondurypanus Windows»,
* «AIMUHHUCTPATUBHBIE MIAOJIOHBI».
« PeakTop 00BEKTOB IPYIIIIOBON MOJUTUKU JOMYCKAET

nobaBJIeHEe WIH VAaJIEHHE PacIIupPeHUH.



KoHdurypuposaHme rpynnoBou
NONUTUKM

» BrizesnaioTesa caeayioliie YypOBHU KOHQUTYPUPOBAHUS IPYIIIOBOU
IIOJINTHUKU:

= Kondurypanua nporpamMmm. 37eCb pa3MellleHbl paclIupeHnsa mmc,
IIpUMeHseMble 1J11 KOH(PUTYPUPOBAaHUA IaPAMETPOB I'PYIIIOBBIX IMOJINTUK:

* YcraHOBKaA IPpOrpaMM.

-Iolx

FoHcone  Aefcteme  Bma  MsOpanHoe  OwkHo  Cripasea

e B FRE 2

':m Kopenb koHconwiMonvtuika Default Domain Policy [winZk3.ufo.rosnowu.ru ] KoRpurypains e - |EI|5|

[:I KopeHe KaHConK HazeaHwe I Eepcua I COCTOAHHE Pas, .. | HCTOMHHE

E|_E-‘j'a Monwtika Default Domain Policy [winzk3.ofoa
E@ K.OHpHM YpaUKHA KOMNBHTERS
E||:| FOHBHrYpALLKMA NpOrpai
A ¥CTAHOEKa NparpanM
: bkrypanKa Windows
F-L7] AAMMHHCTpATHEHEIE WabnoHe!
@ KoHBHM YpaUKHA NoNE30EaTENA

HeT anemeHTOE AnA DTDEDEI}\‘{EHHQ E 3TOM EHAE.




KoHdurypuposaHme rpynnoBou
NONUTUKM

» Kondurypanua Windows.

s B JaHHOM KOHTEUHePe Pa3MeIIalTCsa pacIIupPeHUs
mimc, OTBETCTBEHHBIE 3a yIIPABJIEHNE KOH(UTrypanueu
CHCTEMBI.

= Coep:KUMOe KOHTeHHepa pa3indaeTcs AJId
I'PYIIIOBBIX IIOJIMTUK II0JIb30BaTe ISl MJIM KOMIIBIOTEpA:

+ CueHapuu. OnpeessioTcs clieHapuu, KOTOpble OyyT
BBITIOJIHATHCSA MPU 3aIlyCKe/BHIKJIIOUEHUH KOMIIbIOTepa (Ipu
BXO/1€/BbIXO/I€ TI0JIb30BATEJISA B CUCTEMY).

- IlapameTpsnl 0e30mmacHOCTHU. B JaHHOM paciinpeHumn
BBIIIOJTHSIETCSA yIIPaBJIeHHE ITapaMeTPpaMU I'PYIIIIOBO ITOJTUTUKH,
CBSI3aHHBIMU ¢ PYHKIIMOHUPOBAHUEM CHCTEMBI 0€30I1aCHOCTH.
YacTe mapaMeTpoB MOZKET OBITh OIIpeeIEHa C IOMOIIBIO

JIPYTUX YTUJIUT.



KoHdpurypuposaHue rpynnoBou

NMOJIUTUKU
i8]

FoHoone  AdefcTere  Bra  MsbpanHoe OkHD  CnpaBEka

e = B@E(EF B 2

nﬂ KopeHb KoHconw' i [MonvTiKa Default Domain Policy [winZk3.uforos - |I:I|i|

HazEaHKe | Eepcha | _OCTOAHE

HeT aneMeHTOE ANA DTDEDE}I{EHHH E 3TOM EHMAE,

MoAMTHEK YYETHEIX 3EMHO
NokaneHeE NOAMTHEK
¥ovpHan cobkTHA
@ Mpwnnel C OrpaHMYeHHEIM 2
@ CHCTEMHEIE CIvsbRI
@ PeecTp
@ DaAHNOEAd CHCTEMA
"I"' Mo AMTHEH BECNpOEDAHOH 1
[:l MoAMTHEM OTEREITOMD KN
D MoAMTHEK OrpaHMYEHHOND
,g MoAMTHEK BE30NacHOCTH I -
o L T T
| of




KoHdurypuposaHme Windows 4epes
GPO

s Kondurypamua Windows.

« Cay:x0b1 yIaJIEHHOM YCTAHOBKM. /[aHHOE
pacllIpeHye UCIOJIb3YeTCA AJIsI OpeaesIeHUs
IIapaMeTPOB YJAJIEHHOM YCTAaHOBKU HA KJIMEHTCKOM
KOMIIBIOTEDE.

- Hacrpoiika Internet Explorer. Vcnosb3yerest st
koHdurypupoBaHnus Internet Explorer Ha komnbioTepax
IOM€eHa, paboTaloIIuX 10 yirpaBiaeHnueM Windows
XP/2000 unu Server 2003.

- IlepenanpaByieHue nanok. C IOMOIIbIO JAHHOTO
pacHIupeHMsl MOKHO OCYIIIECTBJISITh IepeHanpaBaeH1e
IIAIIOK M3 I10JIb30BATEIHLCKOr0 MPO( I B HEKOTOPHIM
CEeTEBOH pecypc.



CueHapuu BXxoAa, BbiXoaa, 3anycKa u
3aBeplieHUA padorhl

« PegakTop 00BEKTOB IrpyIIIOBOM IOJIUTUKU BKJIIOUAET B cebs
JIBa pacIIUpeHUs AJIs1 pa3BePThIBAaHUA CIleHapHEB:

»  CueHapuu (3amyck/3aBepilieHue). TO pacliupeHue,
PAaCIIOJIOKEHHOE B y3JIe JlepeBa KOHCOJIU PeJAKTOPa 00 bEKTOB
rpynmnoBoi moautuku « Koudurypanusa komnbiorepa\KoHdurypamus
Windows», HCITIOIb3YeTCs JJIA YKa3aHUsI CIIEHAPUEB, BBIITOJTHAEMBIX
IIPU 3aITyCKe U 3aBepIIeHNH Pab0Thl KOMIIBIOTEPA.

+ ITU Cll€HapHuu BBIIIOJIHAKOTCA C IIPaBaMU JIOKQJIbHOU CHUCTEMBL.

o CueHapuu (BX0/1/BbIXO/ U3 CHCTEMBbI). ITO pacIIupeHe,
PACIIOJIOKEHHOE B y3JIe JlepeBa KOHCOJIN PeJaKTOpa 00bEKTOB
IPyIIIOBOM MOJAUTUKH « KoHbUrypamus moab3oBatesis\Kordurypamus
Windows», ucrosb3yercsa AJ1 YKa3aHUsA ClleHapHUeB, BHIIOJIHAEMbIX
IIPU BXOJI€ 1 BBIXOJIE II0JIb30BaTe sl U3 CUCTEMBI.

+ ITHU CIleHapUM 3aIlyCKaIOTCA C IpaBaMU MM0JIb30BaTeNIsA, a HE
aIMUHHUCTpATOpA.

- OmepannoHHBIE cucTeMbI ceMericTBa Windows Server cozmepskat
cepBep ciieHapueB Windows:

° BrutoueHa mozziepKka Kak ClieHapuesB, Visual Basic. Scripting Edition
(daiibl .vbs), Tak u cieHapueB u JScript (daiier .js).



LLla6noHbI rPYyNNOBOM NONIUTUKM

« AZMHUHUCTPATUBHBIN HIA0J/IO0H. [[aHHBIN KOHTEUHEDP COAEPIKUT
ImapaMeTphl I'PyIIOBOY NOJUTUKH, IPUMEHAEMbIE 15 yIIPaBJIEHUA
COAEP>KUMBIM CUCTEMHBIM PEECTPOM.

_Iojx

KoHcone  AefcTEMe  Bra  MsOpaHHoe CkHO  ChpaEka

R IR

"fi KopeHb konconu'NonxTrka Default Domain Policy [win2k3.ufo.rosnou.ru]iKonpurypa -0l x|
. | ¥CTaHOBKA NpOrpane = B KomnoHedTbl Windows
D K oHbkrypan ke Windows
ED ﬁﬂMHEpTHBHI mﬁDHbl YTobkl NPOCMOTPETE OMMCAHHE CocToaHHe
a KoMnoHEHTE Windows 3INEMEHTA, ERIAENMTE EM0, DNEtMEeting
CHCTEMA
% CETh (dinternst Explorer
P (1 Mpwrrepe [ COBMECTHMOCTE MDHADMKEHHH
I:IInternet Information Services

EI@ KoHhKrypauKa Nones0gaTens

-] KondHrypauna nporparm [ANnaH1poBwmk saaaHi

D Kondmrypawrs Windows DCH‘:.-'}I{EI:I TEPHHMHANDE

ElD A AMMHHCTPATHEHEIE WAaONoHE [A¥ecranoswme Windows
|:| KoMnoHeHTe! Windows I:IWinu:IDws Messenger
..... |:| MaHens 3a4a4 1 med "Tyoe" I:I}’npasneme LHPROBEIMK NMRaBat Yin
[#-[_1 Pafioumii cTon [ ANpavrpeeaTens Windows Media
|:| MaHens YNpSEneHHA [CAwindows Ipdate
----- (£ Ofwme naniwm
& Cete

|:| CHCTEMA v _I‘ —I _"I
1] | "l PACWMPEHHER A CTAHAARTHEW 7
| | | 4




NpumMeHeHue rpynnoBoM NONIMTUKM

o Jly1 cBA3BIBAaHUA 00bEKTA TPYIIOBON  Eliacsiil s 2l x|
IIOJIMTHUKH C KOHTeﬁHepOM KaTajiora Otwwe | Ynpasnserca | COM+  TPUNNOBEA nonMTHKS
HCIIOJIb3YETCA aAMUHUCTPAaTUBHAA A
ocHactka Active Directory — (5§
ITosab30BaTe I 1 KOMIBIOTEPDI.

CCblikH TEKYW ErD OSEEETa MRYNNOE0H NOAMTHEM 107
GROUR_434

CCBINEM Ha OBEERTEI FEHI'II'II:IEFEIITi NONKTEM |

E T et

He nepek... | OTkma... |

- BrpiOpaB opraHu3alioOHHYIO eIUHUILY
C IIOMOIIBbI0 KOHTEKCTHOTO MEHIO
OTKpbIBaeTcA 3akiaazika I'pynmmoBasn
IMOJINTHUKA.

DfbekThl FPYNNOEDE NOAMTHEM ACNOAEr T e No YOBIESHUK NPMOpMTET A,
AToT ciWcok, nonydeH ot VwinZlkd ufoo rognou. '

CosnaTe | ﬂnﬁasmb...l HateHuTE | BEEmH |
ﬂapaME'rpbl...l Hoamre. .. | CEOHCTEA | BHME |

I_ EHDKHDDBEITI: HacNednEaHME NOAWTHEL

Jakpere I [ITrieHa | anMEHHTbl




pynnbl 6e@30nacHOCTHU U FrpynnoBas
NONUTUKA

» OOBEKTHI IPYIIIIOBOM ITOJIUTUKHU
paccMaTpHBaIOTCA B KadecTBe cyObeKTa
CHCTEMBbI O€30I1aCHOCTH.

o KaxxpId 00BbeKT nMeeT COOCTBEHHBIU
JTeCKPUIITOP 0€30I1aCHOCTU, KOTOPbIU
oIpezesisieT aTpuOyThl 0€30IacCHOCTU O0bEKTA, B
TOM YHcJie — U30UPaTEeTbHBIN CIIMCOK KOHTPOJISA
noctyna (DACL).



AHanu3 u HacTpoMKa 6e30nacHOCTH

« OcHacTka «AHaJIN3 U HACTPOUKA 0€30IIaCHOCTU» UCIIOJIb3YeTCA JIJIA
aHaJIN3a U HaCTPOUKU 6e30I1aCHOCTH JIOKAJbHOI'0 KOMIILIOTEPA.

CpeAncTBO ynpaBreHus OnucaHue
HaCTpoOMKOM 6e3onacHoOCTU

LLIaBnoHbl 6e3onacHoCcTU Onpepgenenne nonuUTUKM 6Ge3onacHoOCTK B LLABoHe.
OTK WABbOHbI MOTYT MPUMEHSATLCA K FPYNnoBON
NONUTMKE UNKN K JTOKANbHOMY KOMMbIOTEPY.

Paclunperne «lMapameTpbl 3meHeHne oTaenbHbIX NnapaMmeTpoB 6e30MacHOCTU
BbesonacHocTu» angd OOMeHa, y3na unv nogpasgeneHns
rPYNnNoBOWN MOMUTUKN

INokanbHas nonuTukKa 3meHeHne oTaenbHbIX NapaMeTpoB 6e30nacHoCTU
Ge3onacHocTH noKanbHOro KoMnbloTEpa.
Secedit ABTOMAaTM3aLUA BbINONHEHUS 3a4a4 NO HACTPOoNKe

6e30nacHOCTM C MOMOLLbIO KOMaHAHOW CTPOKMU.




LLla610HblI 6€30NacHOCTH

- IITa6s10HBI 6e30onmacHocTH (Security Templates) —
daiii1, cozmeprkaIui mapaMeTphl 0e30I1aCHOCTH.

s [1Tab10HBI O€30MaCHOCTH MOTYT ObITh IPUMEHEHBI Ha
JIOKQJIPHOM KOMITBIOTEPE, HIMIIOPTUPOBAHBL B 006E€KM
2pYynnoeoil NoAUMuUKU WU UCII0JIb30BAHbI IS
aHaJI3a 0€30MacHOCTH.

- Kondurypamuu 6e30macHOCTH MOKET ObITh
IpUMEHEHA K JIOKAJIbHOMY KOMIIbIOTEPY U
MMIIOPTUPOBAHA B 00bEKT rpynmnoBou noautuku (GPO)
Active Directory.
= IIpu umnopte mabsona 6e3onacHocty B GPO rpymmosast

IOJIUTHKA 00pabaThIBaeT MabJI0H U COOTBETCTBYIOIIIM

obpazom uameHseT wieHbl GPO, KOTOPHIMU MOTYT
SABJIATBHCSA MOJIb30BATEN WU KOMIIBIOTEDHI.



Fpapuveckumn nurephenc paborbl C
lwadbnoHamMu 6e30nacHOCTM

i KoHcone 1 - O] =
i

KoHoone  defcTeme  Bua  Mz0panHoe OkHO  CNpaBka

« » | BHE|XB|2

'fi KopeHb koHconw' IWabnotbl GesonacHocTy', C:LWINDOWS' security' templates’,compatws' fon -0 x|
= g compatws ‘.I 0 | 2NHCAHHE
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AHanM3 KU HacTpouka 6e30nacHoOCTM

 Jlnsa TectupoBaHus mabsioHoB 6e3omacHOCTU B Windows MOKeT OBITh
HCII0JIb30BaH rpaduyecKu UHTepenuc OCHACTU «AHAJIN3 U HACTPOUKA
0€e30mMacHOCTHU ».

« Ilpu BBITIOJTHEHUH IIPOTHO30B OE€30ITaCHOCTH JIAHHBIN UHCTPYMEHT
aHAJIN3UPYyeT NapaMeTPbl HACTPOUKU 0€30MaCHOCTU Ha JIOKAJIBHOM
KOMIIbIOTEPE U CPABHUBAET €€ ¢ TeM I1a0JIOHOM, UTO Bbl COOUpaeTech
IIPUMEHUTb.

» JlaHHasa onepamnusa IPOU3BOAUTCA MyTeM UMmopTa mabsoHa (.inf-daiiia) B daiia
6a3n1 ;aaHBIX(.sdb-daiin).

- KomanzHbIi HHTEP)ENC /I7Is1 BBINOJIHEHU aHATN32 A0JIOHOB 3a/IaeTcs
KOMAaH/I0M:
= secedit
- secedit /analyze
- secedit /configure
- secedit /export
» secedit /import
- secedit /validate
- secedit /GenerateRollback



BbiBOADI

- OmepanuoHHbIe cucTeMbl ceMelictBa Windows 006J1a/1at0T
yCOBEPIIIEHCTBOBAHHBIMH TEXHOJIOTUSAMH YIIPABJIEHUS
KOHQUTypaIred noJab30BaTeIel 1 KOMIIBIOTEPOB, BXOAAIIHNX B
JTOMEH.

» Hcnosip30BaHNEe MEXaHU3MOB I'PYIIIOBBIX IOJIMTHK IIO3BOJISIET
aJIMUHHCTpaTOpaM HaCTPOUTH CpeAy pabOThI MOJIL30BaTE A,
OpraHu30BaTh KOHGUTYPUPOBAHUE TI0JIb30BATELCKHAX
IIPUI0KEHUI, 00eCIIeUTh BHIIOJIHEHNE BEHIOPAHHOM ITOJTUTHKH
0e30I1aCHOCTHU.

 I'pymnmoBble MOJIUTUKH MOTYT OBITh MCII0JIb30BAHBI JIsl YIIPABJICHUS]
KOHGUTYPAIUAMHU OTAEIbHBIX I0JIb30BaTEIEN, TPYIIII
II0JIb30BaTesIell 1 KOMIBIOTEPOB B paMKax goMeHa Windows.

- JlomyckaeTcss MeXaHH3M HacJIeZIOBAHUS BEIPAOOTaHHBIX IIOJIUTHK B
paMKax Jieca.



BbiBOAbI

- IlapameTpbl HOJIUTUKU XpaHATCA B 00beKTax IPYNINOBON MOJTUTUKH.

« Pemakrtop 00BLEKTOB I‘pyl'Il'IOBOI/I IIOJINTUKU MOKHO paccCMaTpUBaTh KakK
IIPUJIOZKEHHE, TUIIOM JJOKYMEHTOB KOTOPOTO ABJIAETCA 00BEKT I‘pyrIl'IOBOI/I
IIOJINTUKHU, TaK K€ KaK TEKCTOBBIN penaKToOp UCIIOJIb3YET (l)aI/IJIbI .doc vuan
gtxt.

° C}’IJ.[GCTByeT ABa THIIA 00BEKTOB I‘le'IHOBOfI IIOJIMTUKMN: JIOKAJIBHbBIE 1
HEJIOKaJIbHBbIE.

o JIokasibHbIE€ 00BEKTHI IPYNIIOBON MOJTUTUKHU XPAHATCA HA JIOKATBHOM
KoMmbioTepe. Ha KoMIIbIOTEPE CyIIECTBYET TOJIBKO OJUH JIOKAJIbHBIN OOBEKT
I'PYIIIIOBOM MOJIUTUKH, COAEP KA Habop mapaMeTpOB, JOCTYITHBIX B
HEJIOKAJIbHOM OO'bEeKTe TPYNIIOBOU MOJUTUKU. B cirydae KoH(IMKTa TapaMeTphl
JIOKaJIbHOTO 00beKTa OyyT nepe3anrucaHbl HEJIOKAJIbHBIMU ITapaMeTpaMU UJIU
IIPYMEHEHBI COBMECTHO.

o HesrokaJIbHbIE 00BEKTHI TPYIIIOBON MOJUTUKHU XPAHITCSA Ha KOHTPOJLJIEPE
JIOMeHa U JIOCTYITHBI TOJIBKO B cpefie Active Directory. OHU IPUMEHSAIOTCA K
I10JIb30BATEIAM WJIM KOMIIBIOTEPAM B CauTe, JOMEHE WJIN M0/Ipas3/ie/IeHuH,
CBSI3aHHOM C OO'BEKTOM T'PYIIIIOBOM HOJIUTUKH.



BbiBOAbI

« B obimem cirygae rpymimoBasi IIOJIUTHKA IePeJAeTCs OT POJAUTETbCKUX KOHTEHHEPOB K
JIOYEPHUM B JOM€EHE, KOTOPBIM MOKHO IIPOCMOTPETD C IIOMOIIIBbI0 OCHACTKH Active
Directory — 1os1b30BaTea I 1 KOMIIBIOTEPHI.

o I'pynmnoBasd moJuTHKA He HACTAEAYETCA OT POAUTENBCKUX JIOMEHOB K JI0OUEPHUM,
HaIIpUMepP OT BeO-y3j1a wingtiptoys.com K y3i1y sales.wingtiptoys.com.

- Ha xaxxmom komnbproTepe Windows nmeercs o KpaiitHed Mepe OJIFH JIOKAJTbHBIN
00BEKT IPYHIIOBOU MOJTUTUKH.

«  OOBEKTHI IPYNIIOBON MOJUTUKH B OTJIMYHE OT JIOKAJTbHBIX 00BEKTOB 3TON MOJTUTUKH
ABJIAIOTCA BUPTyaJIbHbIMU. CBeleHUA O ImapamMeTpax noauTuku a1 GPO
dakTHUecKu XpaHATCA B ABYX PACIIOJIOKEHUAX: B KOHTEHHEPeE 1 B IIa0JI0He
IPYIIIOBOY MOJIUTHKH.

o  KoHTeHHep IpyIIIoOBOM MOJUTUKH IIPEICTABJISIET COO0M 00BEKT CIy:KOBI KaTasioros. OH

COCTOUT U3 CYOKOHTEHHEPOB JIJIsl XpaHEHUS CBEJIEHUH O TPYIIIOBOU ITOJTUTHKE TTOJIH30BATES
1 KOMIOBIOTEPA.

s IITaGJ/IOH rPYIIIIOBOM MOJIUTHKHU — 3TO MaIKa KOHTPOJLJIEPOB JJOMEeHa /I XpaHEeHU
JloMeHa 00beKTa TPYIIIOBOM IMTOJIUTUKH.



